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I. Overview and Purpose
Affinity Health Plan (Affinity) is committed to providing its Members with access to high quality medical care while complying with ethical and professional business practices and all federal, State and local laws and regulations.  With that in mind, Affinity has developed the Identity Theft Prevention Program (The Program) to protect the integrity of an applicant’s or Member’s information.  Specifically, The Program addresses the “Red Flags Rule,” established and enforced by the Federal Trade Commission (FTC), to identify, detect, and respond to patterns, practices, or specific activities that could indicate identity theft.
II. Program Elements
In order to address potential identity theft within Affinity’s business, The Program was created to include the following four elements:

· Identify and create a listing of Red Flags – patterns, practices, or specific activities that indicate the possibility of the existence of identity theft – for Affinity which is intended to alert Affinity employees to a potential identity theft situation.  For example, during a marketing encounter, an altered document could be a Red Flag to alert the Marketing Representative to take a specific action to deter identity theft.  

· Develop and institute policy and procedures for employees to detect Red Flags.

· Instruct employees to appropriately respond to Red Flags as well as understand how to prevent and mitigate identity theft. 

· Review and update The Program annually to reflect changes in risks to Members.
III. Identification of Red Flags
In order to identify relevant Red Flags, Affinity considers many variables such as the types of data (enrollment, claims, authorization history) that it maintains, methods it uses in the application process, methods it provides to access identified information for Members, and its previous experiences with identity theft.  This Program is in addition to Affinity’s current programs to protect and secure Member information under HIPAA Privacy and Security regulations, and the Fraud and Abuse Prevention Program. 

Affinity has identified the following potential Red Flags in a managed care organization.
A. Suspicious Documents Red Flags 

1. Identification document, card, or claim form that appears to be forged, altered or inauthentic; 

2. Identification document or card on which a person’s photograph or physical description is not consistent with the person presenting the document; 

3. Other document with information that is not consistent with existing Member information; and 

4. Application for coverage or service that appears to have been altered or forged.

B. Suspicious Personal Identifying Information Red Flags 

1. Identifying information presented that is inconsistent with other information the Member provides (example: inconsistent birth dates or income); 

2. Identifying information presented that is inconsistent with other sources of information (for instance, an address not matching an address on another application); 

3. Identifying information presented that is the same as information shown on other applications that were found to be fraudulent; 

4. Identifying information presented that is consistent with fraudulent activity (such as an invalid social security number or fictitious billing address); 

5. Social security number presented that is the same as one given by another Member; 

6. An address or phone number presented that is the same as that of another person; 

7. A person fails to provide complete personal identifying information on an application when reminded to do so; and 

8. A person’s identifying information is not consistent with the information that is on file for the Member. 

C. Suspicious Activity or Unusual Use Red Flags 

1. Claims consistently being submitted by an out of state facility;

2. Payments stop on an otherwise consistently up-to-date account; 

3. Account used in a way that is not consistent with prior use; 

4. Mail sent to the Member is repeatedly returned as undeliverable; 

5. Notice to Affinity that a Member is not receiving mail sent by the plan; 
6. Notice to Affinity that an account has unauthorized activity; 

7. Breach in Affinity's computer system security; and 

8. Unauthorized access to or use of Member information.
D. Alerts from Others

Notice to Affinity from a Member, Provider, Identity Theft victim, law enforcement or other person that Affinity is maintaining a fraudulent record (enrollment, claims, authorizations, etc.) for a person engaged in identity theft.
IV. Detecting Red Flags
A. New Applicants In the Enrollment Process

In order to detect potential Red Flags during an enrollment process, Affinity staff reviews the documents required by the State and ascertains information to verify the identity of the person applying for medical coverage such as:
1. Examine the driver’s license, passport, or other picture ID to assure that there is not a discrepancy;
2. Review documentation carefully to assure they are not altered with white out; and
3. Validate that the documentation is presented in a consistent manner, i.e., all caps, same type of print, all printed vs. hand-written, etc.

B. Current and Existing Members
In order to detect potential Red Flags for current and existing Members, Affinity staff requests Member verification as follows:

1. Verify the identification of Members if they request information (in person, via telephone, via facsimile, via email); 

2. Verify the validity of requests to change addresses by mail or email and provide the Member a reasonable means of promptly reporting incorrect address changes; and 
3. Verify changes in premium payment activities.
V. Preventing and Mitigating Identity Theft
If Affinity staff detects any Red Flags, the staff must take one or more of the following steps, depending on the degree of risk posed by the Red Flag. 

A. Prevent and Mitigate
1. Monitor a Member’s enrollment, claims or medical management history for evidence of identity theft;

2. Contact the Member or applicant for verification; 
3. Request a new application or new supporting documents; 
4. Provide the Member with a new Member identification number; 
5. Notify the Local Department of Social Service (LDSS) or Human Resources Administration (HRA) for assistance and advice on the appropriate step(s); 
6. Notify law enforcement, if warranted; 
7. Notify Centers for Medicare and Medicaid Services (CMS), New York State Department of Health (DOH), or other State and Federal agencies, as necessary; or 
8. Determine that no response is warranted under the particular circumstances. 
B. Protect Member Identifying Information 
In order to further prevent the likelihood of identity theft occurring with respect to applications or other Member related activity, Affinity takes the following steps with respect to its internal operating procedures to protect Member identifying information: 
1. Ensure that its website is secure or provide clear notice that the website is not secure;

2. Ensure complete and secure destruction of paper documents and computer files containing Member account information when it is no longer necessary to maintain such information; 
3. Ensure that office computers with access to Member information are password protected; 
4. Use social security numbers, as required by the NY State contracts; 
5. Disclose the minimum necessary when it comes to Member information;

6. Ensure computer virus protection is up to date; and 
7. Require and keep only the kinds of Member information that are necessary for Affinity purposes.

C. Additional Resources
If at any point in the detecting, preventing, or mitigating identity theft process or investigation, the staff needs assistance, contact the Compliance Department staff as follows:

· Compliance Director – 718 794-5738

· Special Investigator – 718 794-5733

· Clinical Investigator – 718 794-6104

· Compliance Investigator – 718 794-5598

VI. Program Administration

A. Oversight 
The Compliance Officer, who reports to the directly to the President/Chief Executive Officer and the Board of Directors, is responsible for primary administration of The Program.  The Compliance Officer delegates the daily activities and the development, implementation and revisions of this Program to the Corporate Compliance Director.

B. Training Program 

The Corporate Compliance Director, in conjunction with the Learning and Development Department, is responsible for developing a training program for staff to educate them on the identification of, prevention of, and response to identity theft. 

C. Reporting

The Compliance Officer reports to the Board of Directors Compliance Committee on detailed activity of The Program such as:

1. The effectiveness of The Program in identifying and addressing the risk of identity theft in connection with Members’ identifiable information;

2. Significant incidents involving identity theft and management’s response; and 

3. Recommendations for material changes to The Program.

D. Program Approval

The Program will be presented to the Board of Directors for adoption at the September 2009 meeting.
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